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1 [bookmark: _Toc382412615]Objective
Security addresses the protection requirement to not only NST Facilities but also the security of employees & assets of the organization.
“To let the right people into the right area at the right time and avoid unauthorized entry into the facilities.”
2 [bookmark: _Toc382412616][bookmark: _Toc319318306]Scope
Physical Security addresses protection requirement to NST facilities and resources. NST deploys and monitors the physical security controls as mentioned in this procedure. 
3 [bookmark: _Toc382412617][bookmark: _Toc319318308]Physical Security 
The physical perimeter of the office premises are secured in the following ways 
a. Security Guards
b. Entry of Employees
c. Entry of Third Parties
d. Entry of Visitors
e. Official Visitors
f. Personnel Visitors
g. Contract employees and Project trainees/Students
h. Contractors Entry 
i. CCTV Monitoring

1 [bookmark: _Toc382407448][bookmark: _Toc382407476][bookmark: _Toc382412618]
2 [bookmark: _Toc382407449][bookmark: _Toc382407477][bookmark: _Toc382412619]
3 [bookmark: _Toc382407450][bookmark: _Toc382407478][bookmark: _Toc382412620]
[bookmark: _Toc382412621]Security Guard
Security Guards are provided at various strategic locations of the office. Security Guards are placed at the entrance of the premises, at the Reception premises with continuous surveillance round the clock.

Security guards are stationed at the entrance to restrict intruders and ensure that only authorized persons are allowed to enter and ensure unauthorized entries are prevented. They shall also guide the visitors to the employees to be visited.

In addition, the guards are often used to areas inside the office premise after normal working hours to detect intruders from unauthorized access. They also shall ensure that the windows and doors are locked and lights put off wherever not required, after office hours to ensure the safety and security


[bookmark: _Toc382412622]Entry of Employee
Security guards at entry point permit entry of employees into the premises; it is the responsibility of employee to wear ID card conspicuously for easier identification. The entries of employees at the right area are also controlled by Biometric access control system. The lifecycle of Biometric information is in a Biometric system is analogous to the life cycle for digital ID. Individual are enrolled in the system by the capture of their biometric data.

[bookmark: _Toc382412623]Entry of third parties
The Security requirements and controls for access to the third-party contractors shall be carried out as mentioned below,
· Each type of activity or service provided by third party contractors (as indicated under scope) shall be governed by a signed-up contract between NST and the third-party contractor.
· Selection of third-party contractors shall be as per the norms of NST.
· Physical access to customers shall be provided as per the contractual terms, if agreed. In these cases, separate contract will not be signed for providing the physical / logical access.
[bookmark: _Toc382412624]Entry of Visitors
Guard at entry points shall ensure that the visitors shall make entry in visitor’s register, before they are permitted to enter into the office premises.  All visitors / guests / vendors / customers / consultants / Service Providers etc. (hereafter generically called as “Official Visitors”) will be permitted entry into the office only when accompanied by the NST employee, else all these official visitors will have to be disposed off at the reception/meeting rooms.
[bookmark: _Toc382412625]Entry of Official Visitors
· All official visitors will be allowed inside the office premises only if the employees accompany them. 
· Visitors will have to contact the security office and ensure the visitor entry in visitor register before entering the office premises.
· In case of a client, department head/ PM/Technical Manager to inform Admin Department in advance to organize the visit.
· They will be duly escorted by an employee / security guard to the spot / section / department / place of their work and similarly escorted back to the exit door on completion of the job / assignment / discussion.
[bookmark: _Toc382412626]Entry of Personnel Visitors
· All personal visitors (e.g. immediate family members, friends, etc.) will be allowed up to reception / Pantry / meeting rooms that are outside the work area.
· Personal visitors are not allowed on holidays, and between 7.00 pm to 8.00am on working days but with prior permission.
· All official and personal visitors entering the premises will record their personal details, time of entry, the person(s) whom they propose to meet, purpose of the visit, time of exit and signature in the Visitor Register, which is maintained at the entrance.

[bookmark: _Toc382412627]Entry of Contract Employees and Project Trainee/Students
· Contract employees and Project trainees allowed entry inside the office premises for work will have to obtain prior authorization from the concerned department and Administration Head shall approve the same.
· Contract employees will sign in the register maintained at time of entry
[bookmark: _Toc382412628]Entry of Contractors
· Contractors (such as Housekeeping, Security Guards or other outsourced support services) will be allowed entry inside the office premises for work will have to obtain the prior approval from their respective departmental head.
· Security shall maintain the attendance register for contractors where the contractors shall enter the details such as name of the person, time in and time out of the respective person
[bookmark: _Toc382412629]CCTV Monitoring 
The physical perimeter of the office premises are secured through Video Surveillance cameras which placed in highly visible locations, and are also useful for incident verification and historical analysis. This whole premises are surveillance by 16 high definition camera. For example, if any instances when an attack has already occurred and camera are in place at the point of attack, the recorded video can be reviewed.
Video Surveillance monitored through DVR system, which is kept in server room. Only authorized person can view or access to server room. For Physical security camera recording are to be retained fortnightly.

4 [bookmark: _Toc382412630]Preventive Physical Control
As a preventive measure from emergencies / disaster, the following control mechanisms are adapted.

· Smoke Detectors
· Fire Extinguishers
· Fire Exit

[bookmark: _Toc49580799][bookmark: _Toc62560924][bookmark: _Toc382412631]Smoke Detectors

Smoke detectors are provided above and below the false ceilings in each floor. All detectors are connected to the Fire Alarm System. Whenever smoke is detected, a signal is sent by the detector to the Hooter to raise alarms. The Security (near Fire Alarm System) shall then immediately identify the zone where the smoke is detected to take the necessary action.


[bookmark: _Toc49580800][bookmark: _Toc62560925][bookmark: _Toc382412632]Fire Extinguishers

Fire extinguishers are provided in each floor and at various locations within the office premise to extinguish the fire during emergencies / disasters. The security guards and ERT members are trained on fire protection to enable them operate right fire extinguishers depending on the kind of fire hazard.
[bookmark: _Toc49580801][bookmark: _Toc62560926]
[bookmark: _Toc382412633]Fire Exit

Fire Exit is provided in floor to facilitate the alternate exit at the time of emergencies / disasters. The fire exit directions are provided at various locations within the office premise. The directions to reach the fire exit will be shown at appropriate places.

5 [bookmark: _Toc382412634]Security of Office Equipment
The office equipment’s such as Photocopier, Network Printers and Fax machines are kept in secured areas. The access to this equipment is restricted to authorized personnel only. Apart from this there is a common all in one network printer/scanner/photocopier for employee use.

· Photocopier is operated by either office assistants/employees
· A separate network printer is available to the respective department like HR & Account only. 
· Use of fax machine will be available under the control of IT services 
· Scanner will be available under the control of IT services.
· Common Network Printer/Scanner/Photocopier is available for employees

Whenever the confidential information is transmitted / printed using these facilities, the respective owners shall ensure that the data is collected back by them immediately. 
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